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How To Cultivate High-Potential IT Leaders

A young man who used to work for me re-
cently sent me a career update: He had landed

a higher-level job at a different company.

That's no knock on my former employer. Great
IT organizations tend to develop more tal-

ented, ambitious people than they can absorb.

In fact, IT organizations should take pride in
their ability to cultivate people other compa-
nies want.

However, for both the IT organization and

the employee leaving, it’s a time to take stock.

Did the organization do all that it should have
done to retain the bright, high-potential indi-
vidual? A long recession and even longer pe-
riod of hiring freezes and head-count attri-
tion may have left the organization with a
talent and age gap.More on that critical issue
below.

There are risks for job seekers as well. They
need to understand that they're not the only
ones exhibiting dating behavior; employers
courting talent also are adept at emphasizing
their attributes while minimizing their weak-
nesses.| was recruited a lot and changed jobs
many times during my 40-year IT career, and

never—absolutely never—was the actual job
just like what had been described.

For those considering a new opportunity,
consider my four “C” framework.

Company: Is this a company in an industry
where you really want to work?

| have always had a short list of companies
and industries where | wouldn't work. | would
never work for a cigarette company. Some
people | know would never work for a defense
contractor. But even in desirable companies
and industries, the high-potential IT leader
must take a five-year view.Is this company go-
ing to survive intact over that time frame, and
do you want to be associated with its reputa-
tion? You don’t want to be the most recent
hire if a company fails or is acquired.

But most important to your career success,
and almost impossible to assess as a director
or VP candidate, is how the CEO and other sen-
ior business leaders view IT. The reputation of
the IT organization is a good surrogate.

Career: Surprisingly few people have solid,
actionable career plans. Too many people
think getting a promotion is a career plan.

LARRY TIEMAN

How does this new job support your career
objectives? Is there a reasonable opportunity
to reach your career goals in the new job, or
will you have to change jobs again? Frequent
job changes, if even possible today, can be bad
for your career.

A good example: One high-potential man-
ager with the career ambition to be a CTO and
to drive technology change took a promotion
as an applications director knowing that the
experience working with business partners
would be invaluable.

A not-so-good example: An application de-
velopment manager left to become a network
systems director at a company where the en-
tire IT shop was smaller than a typical director
organization in a large company. He wanted
the title.

Chemistry/Culture: Can you be successful
in this new environment?

Culture matters. American Airlines in the
1980s was a contentious, combative place to
work. FedEx today has a collegial, hospitable
culture, very Memphis-centric. Both environ-
ments were/are demanding and difficult for
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an outsider to adapt to. To be successful as a
new hire, you will need help from people im-
mersed in the culture, and that help isn't al-
ways easy to get.

| have seen people fail because their office
was in an out-of-the-way place, their first proj-
ect was a disaster through no fault of theirs, or

There’s a saying in business that if
you aren’t growing, you're dying. |
think a lot of IT organizations are
dying and don’t know it.

they were attacked by a colleague—and sup-
porters of that colleague—who thought
he/she should have gotten the promotion.

Compensation: Never, ever make compen-
sation the top reason for taking a new job.

| almost fell into this trap once.l was in an in-
cubator company within GE Capital when |
was approached by a company wanting to do
something similar. The pay topped what | was
making at GE by more than $100,000. At the

last minute, | decided to stay with GE—and
found out a year later that the startup quickly
failed and didn’t pay most of the people there.

Some IT Organizations Are Dying

There’s a saying in business that if you aren’t
growing, you're dying.| think a lot of IT organi-
zations are dying and don’t know it. The pro-
longed hiring freeze and the permanent re-
duction of head-count budget as staff retire or
leave mean a higher percentage of the IT staff
are working on legacy systems and fewer are
available for new, growth-oriented projects.

The prolonged hiring freeze also means
new skills aren’t coming into the organiza-
tion just as there’s an explosion in new ways
to reach customers. Social media, mobility,
software as a service, and BYOD (bring your
own device) are among the pressures that
will further stress many IT organizations. Al-
ready | see articles saying that marketing de-
partments should take over mobile applica-
tion development and that organizations
should contract software services with the
help of the CFO.

Each IT organization needs to determine

whether it can meet new business needs with
its existing staff and any forecast budget
growth (head count and/or contractor). If not,
it may need to team with HR to develop a plan
to retrain and refresh staff skills. Rapid
changes in the way companies want to deliver
products and services are transforming the ex-
pectations of the IT organization. ClOs can’t
meet those challenges with an organization
stuck at 2005 head-count levels and, most des-
perately, pre-2005 skills.

There’s plenty of blame to go around if a
company has let its IT organization ossify. Has
the company provided access to adequate
training? Have employees taken advantage of
it? But regardless of fault, my experience is the
most trainable, flexible, and highest-perform-
ing individuals are the ones who leave when
they don’t see promotional opportunities.

No longer do | view the departure of a
high-potential director or VP as a positive re-
flection on the organization.| now view it as
lost opportunity.

Dr. Larry Tieman has been a senior VP at FedEx, a Cl0, or a CTO
for the last 20 years. Write to us at iwletters@techweb.com.
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Business-related pet
peeve: Governmental
red tape and business
impedance

Business leader I'd like
to have lunch with:

James Cash

Last vacation: Cabo
San Lucas, Mexico

Personal computer:
HP and Apple

If |l weren’ta CIO, I'd
be ... a college professor

informationweek.com
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CAREERTRACK
How long at American Airlines and AMR:
10 years

Career accomplishment I’'m most proud of:
I'm most proud about developing mutual, recip-
rocal,and symbiotic business relationships with
the business units we work with and support.
We've reached a point where we don’t have the
typical challenges between IT and the business
unit that you see at many companies today.

Most important career influencer: Someone
| encountered early in my career, who told me

all the reasons why | couldn’t do all the things
I've ended up doing.The motivation | got from
that experience has caused me to work as
hard and smart as | can and to encourage oth-
ers to do the same.Telling me what | couldn’t
do was just the catalyst | needed to learn as
much as | could.

ONTHE JOB

IT budget: We don't disclose IT budget.But I'd
argue that’s not the right question—rather,
what matters is, are you getting the most out
of your IT budget that you possibly can? I'd say
we're always 90% toward where we need to
be.We always have room for improvement be-
cause we continuously evaluate and re-evalu-
ate how and why we spend money on the
things we do.But measuring budget in dollar
terms is much less effective than measuring
effectiveness of technology spending as ap-
plied to business needs.

Top initiatives: Faster implementation in IT
development, continuous improvement for

business problem resolution,and a maniacal
focus on our technology platforms.

VISION

The next big thing for my industry will be ...
Customer centricity, packaging, and customiz-
ing product delivery—essentially, those things
that help us provide better service to our cus-
tomers, simplify their travel,and make for a
more cost-efficient and smoother-running op-
eration.This could be as simple as an app tai-
lored to their specific device or information at
their fingertips about a great place to eat at
their destination or the opportunity to pick and
choose the services and products they want.

The federal government’s top technology
should be ... putting together technology
that encourages businesses to build jobs.

Kids and technology careers: Of my three
children, two have graduated from college and
are now working in the tech industry, focused
on the intersection of energy and technology.
That was their choice, and I'm proud of the
decisions they’'ve made about their careers.

Ranked No.11 in the 2011

InformationWeek k10]0]
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The Hadoop data processing
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giants for its low cost, scalability,
and flexibility. Now it's moving
into more enterprises, Doug
Henschen explains in this story.

Download

informationweek.com

Quicktakes

BIG DATA STORAGE

NetApp Teams With Cloudera To Back Hadoop

Cloudera and NetApp are striking back at
EMC with a partnership in which NetApp will
make available Cloudera’s Apache Hadoop dis-
tribution and enterprise management soft-
ware. Cloudera will support a NetApp Open
Solution for Hadoop, which is a storage refer-
ence architecture set to release in December.

EMC and NetApp are fierce storage rivals.The
partnership is a response to EMC's alliance
with MapR Technologies,announced in May. In
that deal, EMC entered the Hadoop enterprise
support business in competition with Cloudera
and incorporated MapR'’s software as part of a
Greenplum HD Enterprise Edition Hadoop
software distribution.

Hadoop is a Java-based platform for distributed
data processing that can handle the hundreds of
terabytes and even petabytes of data that com-
panies such as Internet businesses process.

Cloudera is the oldest and largest provider of
Hadoop enterprise support and management
software and has more than 100 customers, but
it'’s tiny compared with NetApp and stands to

gain a huge lift from the partnership. Cloudera
and NetApp say they've tested the suggested
software and hardware configurations of their
reference architecture in NetApp’s labs. That
should help companies deploy Hadoop faster.

In typical Hadoop deployments, companies
use commodity servers that require a fixed ra-
tio of compute capacity to storage. The com-
panies’ Open Solution architecture uncouples
storage and computing, and provides higher
availability and reliability, and improved man-
ageability compared with commodity hard-
ware and pure open source software deploy-
ments, Cloudera and NetApp say.

This approach lets compute capacity grow at
the rate of application requirements and stor-
age at the rate of data requirements, says Jeffrey
O’Neal, NetApp's senior director of data center
solutions. “That’s a huge benefit as customers
start to build out their workloads,” he says.

Hadoop nodes on pizza-box-style commodity
servers often house eight hard drives, but O'Neal
says NetApp’s hardware can put as many as 14

QUICKFACT

2 30/0 of companies are interested
in platforms like Hadoop for their lower
hardware and storage costs

2-TB drives on a single computer node with pro-
visions for hot spares. RAID storage is also built
in for data protection. Disk drives are held on
trays,and failed drives can be swapped out with
hot spares without bringing down a node and
removing a server.The architecture also provides
NetApp Network File System backup protection
for the named node, which can be a single point
of failure in Hadoop deployments because the
named node controls all other nodes.

EMC's Hadoop offering runs on the EMC
Greenplum Modular Data Computing Appli-
ance, which only runs EMC’s Greenplum data-
base for relational data warehousing needs.
Cloudera supports connectivity with a variety
of databases, including Teradata, Netezza, Ora-
cle, MySQL, and Vertica.

With IBM having released Hadoop-based Big-
Insights software and support, and Oracle and
Microsoft having announced their intention to
add Hadoop distributions and support, it’s clear
this data processing platform is headed for
wider use.—Doug Henschen (dhenschen@techweb.com)
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HCL Exec: Low-Cost Outsourcing Is Waning

The offshore outsourcing model is undergo-
ing fundamental change as routine data center
functions are automated and businesses use IT
for more strategic purposes and seek service
providers that can help them along that path,
says a senior industry exec at HCL Technolo-
gies,an IT outsourcer based in India.

HCL is seeing “early signs that the Indian IT
model is over,” says Krishnan Chatterjee, head
of global strategy and marketing, refering to
U.S.companies farming out work to workers in
low-cost countries such as India. Customers are
asking, “Are you willing to blend multiple ser-
vices into an integrated offering, so we can talk
as business partners, rather than you giving me
10 bodies who will churn out X lines of code at
the cheapest rate?” he says.

A recent deal illustrates this higher-level en-
gagement: U.S. health insurance company
United Health Group hired HCL to develop pro-
prietary software to support adoption of ICD-10
disease classification codes, which are more de-
tailed descriptions that go into effect in 2013.

Driving this change are technologies like vir-

tualization, cloud computing,and smart analyt-
ics that are automating routine IT tasks—such
as network provisioning and monitoring—that
have often been offshored. Automation has

“When differentiation
comes into play, the con-
versation is no longer
about who is cheapest.”
—HCL'’s Krishnan Chatterjee

freed up budget resources for projects that
drive growth, and companies need IT service
providers that can keep up.

Many of these engagements—such as build-
ing a digital supply chain to support an e-com-
merce initiative—require on-site specialists with
skills in project management and architectural
design. “The more we move up the value chain,
the more of our traditional services business we
start killing. But that’s OK because we're going
to add value in new ways,” Chatterjee says.

To meet demand for onshore services, HCL is
building out its U.S. presence. About 8,000 of
its 83,000 employees are in the United States,
company officials say. HCL wants more than
12% of its employees in the U.S. or Europe by
2015. About 40% of HCL's U.S. workers are
Americans or green card holders; the rest are
on H-1B and other temporary visas. HCL also
wants a larger percentage of its U.S. workers to
be citizens or permanent residents.

In September, HCL said it's opening a devel-
opment center in Redmond, Wash., where it
plans to hire about 400 local workers over the
next two years. It also has development cen-
ters in Rochester, N.Y.,and Raleigh, N.C.

Higher labor costs mean that HCL will even-
tually have to charge more for services pro-
vided in the U.S., but customers will be willing
to pay more if those services aren’t just about
keeping the lights on, Chatterjee says. “When
differentiation comes into play, the conversa-
tion is no longer about who is cheapest and
who has the most bodies,” he says.

HCL's focus on higher-value work appears to
be paying off.In its most recent quarter, net in-
come spiked 49% year over year, while quar-
terly revenue passed the $1 billion mark for the
first time. —Paul McDougall (pmcdougall@techweb.com)
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CLOUD EMAIL

Google Finally Lets Apps Users Call For Help

Google has some big-time customers for the
business versions of its email and productivity
apps, but the support it offers them has been
somewhat minor league. Google is trying to
change that by giving enterprise apps cus-
tomers around-the-clock phone support.

Previously, the company offered phone sup-
port only for critical issues, such as outages. Now
it says it's providing business customers with
phone support for any problems related to
what Google calls the “core services” of Google
Apps: Gmail, Calendar, Groups, Docs, Sites, and
Video. (Google wouldn’t provide details about
how or where it's running its call centers.)

Google’s decision to expand phone support
comes as it tries to attract companies away from
conventional on-premises software to its online
services, which list for $50 per user per year. Four
million businesses use Google Apps, the com-
pany says, though it won’t say how many are
paying customers. Users of the free version of
Google Apps don’t get phone support.

Google recently announced a handful of con-
verts to Google Apps, including Burberry, Casio,

Goodyear, Guardian, Perry Ellis, and SoftBank.

The Wall Street Journal recently reported, citing
unnamed sources, that General Motors, a long-
time user of Lotus Notes for email and collabo-
ration, had signed on to use

90% of Google Apps customers renew, says
Amit Singh, VP of enterprise sales and opera-

tions at Google.
One lingering problem with Google Apps is it
that doesn't allow offline editing

Google Apps, contingent on
Google meeting certain require-
ments.GM says it hasn't made a de-
cision to use Google Apps.

But GM’s leadership is open

minded. Two years ago, GM CIO 34% On premises

Terry Kline recounted a meeting

Saa$s
with Eric Schmidt, then Google’s 26% ad

CEO, in which he told Schmidt

SaaS Or Not?

Likely or very likely
to invest in social
networking or
collaboration apps

Data: InformationWeek 2011
Goog|e Apps wasn’t enterprise_ Enterprise Applications Survey

of documents and spreadsheets;
Google only recently imple-
mented offline viewing for
those. Jonathan Rochelle, Web
apps product manager, says
Google’s engineers are “working
feverishly” on offline editing.
Google also is expanding its
mobile device management
tools for Google Apps adminis-

ready. Schmidt asked for a list of re-
quirements and said he’d see that the concerns
were addressed. Kline at that time wanted im-
provements to Google’s spreadsheets and bet-
ter data audit trails,among other things.
Google says 80% of Google Apps users and
90% of large enterprise customers say they're
satisfied with Google Apps support. Its goal is
to get overall satisfaction to 95%. More than

trators, letting them manage
corporate Apps users’ Android, iOS, and Win-
dows mobile devices on a more granular level.
Google has offered device management and
sync capabilities since 2010.The new capabili-
ties let admins set mobile policies such as pass-
word requirements and roaming sync prefer-
ences by user group.

—Thomas Claburn (tclaburn@techweb.com)
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Apply advanced analytics to the sales pipeline, Web
traffic, and social buzz to anticipate what's coming,
instead of just looking at the past

— By Doug Henschen
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ata can offer a peek into business con-

ditions weeks or months out, if you have
the right predictive tools.That's the goal
of Procter & Gamble’s 2-year-old Business Sufficiency pro-
gram, which gives executives a glimpse of performance in-
dicators six to 12 months ahead. Using SAS tools for statis-
tical analysis, P&G developed dozens of analytic models to
assess production, shipments, and market share; sales
trends by country, territory, product line, chain, and store;
media and advertising activities; and regional and national
economic conditions. Because P&G’s analytic models are
predictive and exception-oriented, they help execs address
looming problems with production, sales, distribution, mar-
keting,and merchandising performance—before they lead
to real financial shortfalls.
And P&G analysts don’t just offer one prediction for
each model; they scope out the range of performance

informationweek.com Nov.21,2011 10
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possibilities so managers can devise backup plans,in
case expectations don’t hold up.

Talk about an edge.

Our InformationWeek 2012 Business Intelligence, An-
alytics, and Information Management Survey shows
that the old practice of following the money—using
lagging financial indicators to guide a company’s deci-
sions—is giving way to the forward-looking approach
of following the data.Respondents’ companies are fol-
lowing P&G’s lead—gathering, managing, and analyz-
ing not only more information, but also more types of
information, using advanced predictive and statistical
analytics to improve internal operations, get closer to
customers, sell and market products more effectively
across channels, and outperform competitors.

Other top trends:The 542 respondents to our survey
say business intelligence/analytics software as a ser-
vice is making its mark, despite the fact that, as the de
facto stewards of enterprise data, Bl and information
management professionals have reservations about
the cloud—63% worry about data security, and 47%
foresee integration problems. Mobile interfaces for Bl
and analytics are in high demand, with 44% of respon-
dents planning to add such options for smartphones
and tablets. Compared with our survey last year, the
number of respondents who cite data-quality prob-
lems as a barrier to adopting Bl/analytics products en-
terprise-wide fell nine points, to 46%—an accomplish-
ment in the big data era. But if there’s one Uber trend

Connect to the Cloud

Without Building Your Identity Infrastructure on Thin Air

If you were starting from scratch, hosting your identity in the cloud would be a no brainer. But your
company has many different authentication sources, including multiple Active Directory domains
and forests. For most enterprises, pushing this disparate infrastructure to the cloud can be a
security and synchronization nightmare. Instead of uprooting your existing identity system, you
need a simple, secure way to make it work with cloud-based applications. RadiantOne virtualization
federates your identity and delivers it as an on-premise service, giving you a local identity hub for
all your applications, whether they're enterprise, web, or cloud-based. So your SaaS applications
can authenticate users against the authoritative sources within your organization—and your
essential identity data doesn’t walk the tightrope across your firewall every time you synchronize
user accounts. Don’t disrupt your infrastructure—evolve your identity to encompass the cloud.
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in Bl and information management, it’s the
meteoric rise of analytics, particularly ad-
vanced statistical and predictive analytics. For
the third year in a row, survey respondents rate
advanced analytics as the most compelling
among a dozen leading-edge technologies.
Once an elite niche, analytics has become
the proverbial tail wagging the dog, with ven-
dors and practitioners alike making analytic

capabilities and initiatives their top priority.

The trend goes hand in hand with rising inter-
est in using big data sets to mitigate risk, an-
ticipate customer demand, and formulate
more successful product and service offer-
ings. Name a business scenario, and you can
likely apply advanced analytic techniques to
make better, more pre-emptive decisions
rather than react to failures later.

That's the key contrast with what's now dis-
paragingly dubbed “rearview mirror Bl.” Busi-
ness intelligence has long been associated

with activities that explore and extrapolate on
historical data. Summary statistics, queries, re-
ports,and even threshold-triggered alerts and

2012 Bl & INFORMATION MANAGEMENT

How Interested Is Your Company In These Bl Technologies?

T Not interested

[COVER STORY]

Very interested 5

Advanced analytics (predictive and statistical analysis, etc.)

I 3.7 (Mean average)

Advanced data visualization capabilities (sparklines, treemaps, heat maps, etc.)
3.6

Collaborative Bl (tools promoting broad sharing and input on analyses)

- 3.4

Analysis of big data, particularly unstructured and nonrelational data

- 3.4

In-memory Bl and analytics (fast analysis and what-if planning on large data sets)
3.3

Mobile Bl (alerts, reports, and visualizations delivered to smartphones and other devices)

- .1

Software-as-a-service and cloud computing-based Bl and analytics

- © .8

Social media and social network analysis (sentiment analysis, etc.)

I 2.6

Data: InformationWeek 2012 Business Intelligence, Analytics, and Information Management Survey of 414 business tech pros using

or planning to deploy BI, data analytics, or statistical analysis software, October 2011

low-latency dashboards based on historical
information are rearview mirror.They provide
a picture of where you’ve been. Advanced

What you need to know. Now.
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analytics applies statistical and predictive algorithms
to come up with calculated, predictive measures,
scores,and models. It shows where you're headed.

There’s a middle ground, where trending or algebraic
predictions give you some idea of what to expect in
terms of production or sales. Advanced analytics is far
more sophisticated. Say trend analysis will simply ex-
trapolate last quarter’s sales velocity into the next quar-
ter;in contrast, a sophisticated predictive model might
take into account seasonality, historical sales patterns,
correlations between strong and weak quarters, even
the effects of weather or macroeconomic conditions.

Before its Business Sufficiency program, P&G pulled
together reports and correlated information from
various silos. Country and product-line managers
could see their own performance, but developing en-
terprise comparisons and goals required time-con-
suming data manipulation and analysis. Supporting
infrastructure for data gathering and data mining has
helped synthesize data analysis,and the resulting ad-
vanced analytics has helped P&G get to a holistic, for-
ward-looking view.

Bl On AniPad?

Whether it's a rearview-mirror report, a real-time
dashboard, or a forward-looking analytic projection,
Bl and analytics professionals tell us they want to con-
sume that information through mobile interfaces. For
now, mobile platforms are the least-used means of

THE VIRTUALIZATION ApvanTAGE

Managing the move to user-centric computing?

Virtualization has transformed the
data center by enabling server
consolidation, simplified management
and improved asset utilization. The
benefits of virtualization can extend
to the desktop environment.

Desktops are frequently loaded
with unused software, proprietary
data, spyware and viruses, making
it difficult for or IT administrators
to ensure accurate licensing,
compliance and security.

uBM

Techweb

There's a better way! Learn how virtualization can
help you manage and secure your desktops.
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Virtualization Advantage Briefing Center
www.virtualizationadvantage.techweb.com
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sharing Bl and analytic insights, employed ex-
tensively by only 5% and used on a limited
basis by an additional 20% of respondents.
However, a whopping 44% say they plan to
add mobile Bl interfaces.In response, vendors
including Actuate, IBM Cognos, Information
Builders, Jaspersoft, LogiXML, Oracle, SAP Busi-
nessObjects, SAS, Tableau, and Tibco have in-
troduced new or improved iPad (and, in some
cases, Android tablet) apps or browser-based
interfaces this year.

What's driving all this interest? In a word, de-
mocratization—taking Bl out of the ivory
tower (in other words, the hands of just a few
analysts and top executives) and sharing in-
sights with knowledge workers at every level.
The small screens of smartphones and tablets
are advancing this effort by forcing a much-
simplified approach to sharing Bl and analyt-
ics. More-accessible mobile Bl interfaces will
promote wider and more frequent use.

That's exactly what's happening at the Cin-
cinnati Zoo and Botanical Gardens, where
managers are using IBM’s Cognos Mobile soft-
ware for the iPad. Released in October, the na-
tive iPad (and iPhone) app lets managers bring
together sales and attendance data and make
decisions to improve the visitor experience,

2012 Bl & INFORMATION MANAGEMENT [COVER STORY]

To What Extent Are These Systems And Technologies Used At Your Company?

M Used extensively Used on a limited basis 1 Planned use

On-premises data marts and data warehouses

36% 22% 14%
Data integration software
3% 21% 16%
Data-cleansing and data-quality tools
16% 30% 18%
High-scale data mart and data warehouse systems supporting massively parallel processing
15% W 12% 17%
Master data management systems and software
14% 18% 21% i
Data federation software
6% 1 17% 19% B |
Cloud-based data marts and warehouses
5% 12% 19% B |
Hadoop or other nonrelational (NoSQL) processing platforms
3% 1% 12%

Data: InformationWeek 2012 Business Intelligence, Analytics, and Information Management Survey of 431 business tech pros involved

with information management technologies, October 2011

whether they’re in meetings or roaming
around the 75-acre grounds. In 2010, the zoo
implemented Cognos Bl software as part of a
sweeping systems integration project. It pre-
viously handled membership,admissions,and
retail sales on separate point-of-sale systems
that didn’t talk to one another, and 16 food
service locations were running on uncon-
nected cash registers.Those disconnects made

tracking and correlating revenue-generating
activities a laborious, spreadsheet-based
weekly process. A system deployed in 2010
linking all 51 POS locations yielded a treasure
trove of data, and the zoo promptly put the
Cognos software to work correlating atten-
dance and purchasing patterns. A big focus of
that effort is on customer segmentation and
marketing, yielding insights managers can use
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for email and direct mail campaigns in which
they send coupons and offers to zoo mem-
bers, loyalty card holders,and other customers
based on their past purchase patterns. Predic-
tive capabilities also help zoo managers plan
staffing, retail merchandise buying, and food
and beverage stocking based on historical at-
tendance patterns and weekly weather fore-
casts. With iPads in hand, managers can now
make more decisions on the fly. Seeing empty
shelves, they might check on inventory and re-
order sold-out goods. Long lines at food
stands near a special attraction might prompt
them to reassign employees accordingly. La-
bor is the biggest cost variable for the zoo, so
keeping staffing levels in tune with demand
can yield significant savings.

Warming Up To The Cloud
As was the case in last year’s Bl and Informa-
tion Management Survey, SaaS-based Bl came

2012 Bl & INFORMATION MANAGEMENT [COVER STORY]

in next to last among the technologies for
which we asked participants to rate their in-
terest, using a 1-to-5 scale. That said, the per-
centage of respondents rating their interest
in SaaS-based Bl a 4 or 5 increased four points
over last year—from 28% to 32%. More signif-
icant, when we asked respondents specifically
about what would drive adoption of cloud-
based Bl and analytics, they showed much
higher interest across all the factors listed, in-
cluding low overall cost (55% vs. 31% last
year), minimal need for IT support (46% vs.
36%), and low initial cost (39% vs. 24%). But
the biggest sign that IT pros are warming to
the possibility of using cloud-based Bl and an-
alytics is that only 16% of respondents say this
category isn’t of interest to their companies,
compared with 36% last year.

Still, significant barriers to cloud Bl and ana-
lytics adoption remain. Data security and pri-
vacy (63%) remains the top concern, while

data integration (47%) and ongoing subscrip-
tion costs (43%) are bigger worries this year.
The silver lining in this black cloud may be
that security and privacy are a knee-jerk com-
plaint, whereas integration and cost objec-
tions might be based on investigations of
available options and deployment challenges.

Another factor: Until recently, most top BI
vendors didn’t offer their software as services,
and the few that did tended to have a narrow
focus.Butin 2011, IBM, SAP, and MicroStrategy
all delivered their on-premises Bl/analytics
software through new public (and in some
cases private) cloud services. The advantage
megavendors have in bringing Bl into the
cloud is that they have huge numbers of cus-
tomers who are familiar with their software.
Indeed, we've long followed our readers’ incli-
nation to standardize on one or a few Bl suites
and tools, and that remains the dominant
strategy for 2012, with 41% of respondents

CloudConné

February 12-16, 2012 | Santa Clara Convention Center
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The Appeal Of Cloud-Based Bl And Analytics

What factors are driving, or would drive, your company’s interest in software-as-a-service and cloud
computing-based Bl and analytics?

W 2012 2011

Low overall cost

© I 55"
31%

Minimal need for IT staff and support

~ N 6%

36%

Low initial cost

. 39%
24%
Rapid deployment
~ N 5%
33%
Easy way to support multiple locations and/or mobile and remote users
N 36%
27%
Provides better capabilities than conventional software
N 27%
12%
Provides data management infrastructure we lack
D 19%
10%
We use SaaS and cloud options wherever possible
S 7%
5%
Not currently of interest to my company
. 6%

36%

Data: InformationWeek Business Intelligence, Analytics, and Information Management Survey of 414 business tech pros in
October 2011 and 410 respondents in September 2010 using or planning to deploy BI, data analytics, or statistical analysis software

2012 Bl & INFORMATION MANAGEMENT [COVER STORY]

saying they’ve done just that. It's notable,
though, that standardization is slipping a bit,
down six points from last year’s survey.

Finally, there are skeptics who think big data
is all hype, but a respectable 27% of our re-
spondents already handle high-scale data
marts and data warehouses; predictive analyt-
ics comes into play here as well, to serve up the
right offers to the right customers at the right
time. Mobile phones are both a contributor to
and a subject of big data analyses: Call-data
records, instant messaging traffic, and smart-
phone-based Web and app interactions are
feeding the growing stockpiles of data, and
this information is being used by e-commerce
companies to segment mobile customers and
deliver mobile ads and offers—which then
drive even more customer data.

Cloud-based data marts and warehouses
are used extensively by 5%, on a limited basis
by 12%, and are planned for use by 19% of this
year's respondents. As superlarge data sets
come online, they'll drive future analytics ef-
forts.In short, big data is going to be a perva-
sive problem—and a big driver of Bl,analytics,
and information management challenges for
years to come.

Write to Doug Henschen at dhenschen@techweb.com.

Nov.21,2011 16



Get the Best of Biometrics

Get This And
All Our Reports

Our full report on biometrics is
free with registration. This 16-
page report includes:

> More detail on the types of
biometrics technologies
available

> Insight into the workings of the
authentication process

> Performance metrics you
should consider

« Downloagd

informationweek.com

From fingerprints and retina scans to DNA and gesture recognition, the technology
is advancing while costs are declining. Here’s what you need to know.

Biometrics

For The Rest Of Us

By Michael Cobb

D)
S
\_ ising threat levels, increasing interconnectivity of systems, and the grow-

ing volume and value of data held by computers connected to the Internet
have data owners re-evaluating access control methods. They need to do more than
just check that authorized users have the correct login information; they also want to
ensure that those people are actually the rightful owners of the login information
they’re using. Biometrics is the only way to do this.

With biometric authentication, every individual is unique. Most people are familiar
with techniques such as fingerprint and facial recognition, which grant access based on
physiological characteristics, but certain behavioral characteristics, such as typing
rhythm, gait,and voice, also can be used.

User names and password combinations can be guessed or easily obtained by im-
posters.Tokens can be lost, forgotten, and stolen.But criminals can’t guess fingerprints,

-
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and users can’t forget or misplace their fin-
gerprints. Physical attributes can’t be faked
the way ID cards can. And once a person has
authenticated himself using biometrics, he
can be tied directly to any actions he per-
forms. This isn’t the case with other form of
authentication.

Biometric systems also have low adminis-
trative overhead. No more password resets.
No more redistributing and renewing to-
kens, and no more revoking and replacing
lost or stolen tokens. Most network operat-
ing systems allow for the easy integration of
biometric authentication to replace and sup-
plement passwords.

How Biometrics Works

Many people are under the misconception
that biometric authentication involves di-
rect comparison of the biometric trait—
comparing an actual image of a fingerprint
with stored fingerprints. What actually hap-
pens is that the device capturing the image
creates a numerical value to represent the
fingerprint—a digital hash of distinct char-
acteristics. This value is sent to the authen-
tication server for comparison with stored
values.

With facial recognition, the camera captures

[BIOMETRICS]

What Techologies Do You Use For Authentication?

Certificates

© N 19

Hardware tokens

N, 5 7 %o

Software tokens (SMS via phone or phone app)

Smartcards
- N 0%
Biometrics
- 22%
Phone call
I 11%
Other
B 5%

38%

Data: InformationWeek 2011 Identity Management Survey of 175 business technology professionals using

internal identity management for employees, June 2011

an image of the face and extracts relevant
characteristics, such as the distance between
the eyes, width of the nose, shape of the
cheekbones, and length of the jawline.These
values are used to create a template.

By discarding data not used for biometric
measurements, the size of the template is re-
duced. The template can then be compared
with all templates in the database. If a user
name is also entered, the template is com-
pared directly with the one associated with
that user.

There are several downsides to biometrics,

not the least of which is the time and cost
involved in collecting data. Readers and au-
thentication servers that process biometric
data are still more expensive than alterna-
tive authentication systems, such as chal-
lenge-response and one-time password
tokens.

There’s also the cost of adding users. Enroll-
ment in a biometric system requires captur-
ing and storing users’ data. Even at an organ-
ization with only one site, enrollment
requires careful planning. Remote enroll-
ment can’t be trusted, and in, say, a business-
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to-consumer scenario, customers are unlikely
to agree to line up to have their retinas
scanned, and they're unlikely to install in-
frared cameras on their PCs to log in to on-
line accounts.

Users’ privacy concerns are also a barrier to
adoption. The most accurate biometrics are
those that can’t be seen externally and require
some form of physical intrusion, such as ob-

taining a sample of a person’s DNA. And once
you have biometric data, it must be afforded
the same protection as other personally iden-
tifiable information. Access must be restricted
and usage limited to predefined purposes, all
of which have cost implications. Although it
would be difficult for attackers to automate
the abuse of stolen biometrics in the same
way they do passwords (they still have to fool

[BIOMETRICS]

the biometric reader), the implications for the
victims are significant, as biometric character-
istics can’t be readily replaced.

Also, the ability of biometric systems to cor-
rectly match submitted data with the person
is still a problem. With most biometric sys-
tems, there's an element of interpretation;
the comparison is more “like” than “equal
to.”Authentication is subject to false nega-

THE BLEEDING EDGE

ingerprint, palm, iris, and retina
scans are familiar, as are face and
voice recognition technology. But

have you heard of these biometric options?
DNA profiling: DNA, the nucleic acid in
nearly all living organisms that carries genetic
information, is considered the ultimate bio-
metric measurement. It produces proof-pos-
itive identification of a person, except in the
case of identical twins.However, unlike other
biometrics it compares actual samples rather
than templates generated from samples. Its
main drawback is that its comparisons can't
be made in real time, so for now its use is lim-

Beyond Fingerprints And Iris Scans

ited to forensic applications. Although there
will no doubt be advances in DNA capture
and analysis, the technology is unlikely to be
suitable for anything other than highly secure
government environments.

Ear recognition: Human ears are unique
in size, shape, and structure. Obtaining data
on users’ ears is very similar to obtaining it
for faces, but this form of biometrics will
probably never take hold in a big way, as
face recognition will always be more palat-
able and intuitive for users.

Gesture recognition: Every person has
unique mannerisms and body language.

Analysis of body movements such as gait
can be used to identify people from a dis-
tance.Gait is hard to disguise because a per-
son’s musculature limits the variation of
motion.This data can be obtained unobtru-
sively as measuring it doesn’t require per-
sonal contact.

Gesture recognition can provide continu-
ous authentication, ensuring that only au-
thorized people are in restricted areas.But a
walking person generates lots of data, so
this technology requires additional re-
sources to store and analyze the data in real
time. In addition, cameras must be set to
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tives, which prevent valid users from authen-
ticating successfully, and false positives,
which let unauthorized users authenti-
cate successfully—the last thing you want.
A biometric system’s matching algor-
ithm makes a decision based on an accept-
ance threshold, which determines how
close to a template the input must be for it
to be considered a match. Users won't toler-

ate frequent false negatives, so the thresh-
old must be set below the level where
no one would be granted access incorrectly,
increasing the number of false positives.

Some systems let you set different thresh-
olds for different users. This capability is im-
portant, as the quality of each user’s biomet-
rics will vary—for example, as we age our
fingerprints fade.

Biometric Usability

and mouse move-

Data: Based on author’s knowledge and experience

capture more than just faces. This technol-
ogy is suitable for organizations that must
be kept highly secure on a 24/7 basis.
Typing and mouse recognition: Key-
stroke length, typing speed, error patterns,

Ease of enrollment and ease of use: 1 difficult to 4 easy; accuracy: 1 low to 4 high

Biometric Technique Ease Of Enrollment Ease Of Use Accuracy

DNA 1 1 3 ments all can be used
Ear lobe 2 3 2 to create a unique
Face ’ : ’ template that distin-
Fingerprint 4 4 3 . ,
Gait 3 3 1 guishes one person’s
Iris/retina 3 3 3/4 typing from another’s.
Keyboard or mouse ’ 4 ! These characteristics
Palm 3 4 3 .

Signature 2 2 3 can be continuously
Voice 3 4 2 validated against a

stored template as a
person works in a sys-
tem. This additional form of authentication
will likely become the norm with infrastruc-
tures that support large numbers of users,
such as customer support desks that requ-
larly access sensitive data. —Michael Cobb

[BIOMETRICS]

What To Watch For

There are a number of different biometric
traits to choose from (see story, p. 19). When
assessing their suitability, consider factors
such as ease of measurement, how willing
users are to have a particular trait captured
and assessed, and how easy it is to imitate a
specific trait.

To ensure that you make the right choice for
your company, gather input from IT and secu-
rity pros, business process owners, and users.
Consider these points:

Deployment and configuration: Your risk
environment must justify the price of a bio-
metric authentication system. Factor in
setup, integration, and training costs. The
best products come with drivers and soft-
ware preloaded on the scanning device.
Avoid ones that require anything beyond ba-
sic user interaction.

Suitability and ease of use: Spend time
testing products that suit you and your users.
Where do your users work and how do they
work? For example, do they need rapid access
to a variety of computers? Do they use the lat-
est mobile devices? Do they access the net-
work from a variety of locations?

Enrollment and training: Plan how you'll
enroll all your users, a process that must take
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place in a trusted environment. Users will
need training and, in some instances, assur-
ance about the use of their biometric infor-
mation. If possible, go for a gradual rollout—
get initial users up to speed and solve their
problems before proceeding with a mass
deployment.

Cost and maintenance: Guided by your
risk assessment, minimize cost and support
by enrolling only those employees who need
access to sensitive data and areas. If you is-
sue scanners to everyone, the support and
replacement costs add up quickly. In addi-
tion, a smaller user group is easier to train
and manage.

Vendor lock-in is a potential risk. Be wary if
you have to buy an entire suite of products—
client-side applications, middleware, and
back-end authentication systems—from one
vendor. Wherever possible, choose a system
that supports standards-based authentica-
tion protocols, such as the Initiative for Open
Authentication.

Scalability and flexibility: To avoid sur-
prises, know at what point an increase in the
user base will require a change in your license
or an upgrade to your authentication server.
Avoid products that aren’t running success-
fully at a similar-sized organization. Find out

what other companies and government
agencies are doing with similar technology.

Security: Any form of hardware-based au-
thentication will improve your overall secu-
rity, but how far you need to raise the bar will
be determined by your risk assessment. You
may need the additional protection of out-
of-band or bidirectional authentication. Run
extensive trials with a variety of users to see
how the authentication process works in
daily use.

You must include your authentication infra-
structure in your security audits, particularly
those used for physical access control.

Many readers and scanners have built-in
storage for user information and fingerprint
data, often with a USB port for uploading fin-
gerprints and accessing log data. Unlike au-
thentication servers, which reside in pro-
tected areas, these devices are positioned at
building entries and other generally accessi-
ble locations.

Biometric technology is improving all
the time. New ways of measuring the body
also are being developed. Facial therm-
ography, for instance, detects highly distinc-
tive heat patterns emitted by the skin. It
works much like facial recognition, but
an infrared camera captures the images,

[BIOMETRICS]

so it works even in darkness. Researchers
also are looking at measuring skin compo-
sition, nail bed structure, and body odor.

As biometric systems become more com-

As biometric systems become
more common, setup costs will fall,
making the technology an option
for a wider range of situations.

mon, setup costs will fall, making the tech-
nology an option for a wider range of situa-
tions. Still, the privacy issue must be resolved.
What we see today as outlandish and unac-
ceptable may well change in the years
ahead—who would have thought 15 years
ago that laptops would come with built-in
fingerprint readers? Given the ever-increas-
ing number of threats to our personal and
corporate data, people may become more
accepting of new and better ways of control-
ling access toit.

Michael Cobb is founder and managing director of
CobWeb Applications, a consulting firm that helps
companies secure their IT infrastructures. Write to us
at iwletters@techweb.com.
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